CATO I NSTI TUTE

PCLI CY FORUM

FI GHTI NG TERRORI SM PRESERVI NG Cl VI L LI BERTI ES

Tuesday, Cctober 2, 2001

Moder at or :
Roger Pilon, Director, Center for Constitutional Studies,

Cato Institute

Feat uri ng:
Rep. Bob Barr (R-Ga.)
Wth Commentary By:
Sol vei g Singl eton, Senior Analyst,
Conpetitive Enterprise Institute;
Stuart Taylor, Senior Witer, National Journal; and
Jonat han Turl ey, Professor of Law,

CGeorge Washington University

The Cato Institute
F. A, Hayek Auditorium

Washi ngton, D.C.

ARTI Transcripts
(202) 347-0030 and wwwe.artitranscripts.com



PROCEEDI NGS

MR. PILON. Good afternoon. Welcone to the Cato
Institute. M nane is Roger Pilon. I'mDrector of Cato's
Center for Constitutional Studies, which is hosting the forum
this afternoon.

Not since Pearl Harbor has Anerica been awakened so
forcefully as it was by the terrorist attacks of Septenber 11th.
Despite frequent warnings, several comng fromthe Cato
Institute, too many in governnment seened all but asleep at the
switch when the attacks finally came. Nevertheless, the first
response of those officials, predictably, was to ask for nore
authority, presunably to do what they hadn't done the first tine.
It's a famliar pattern: crisis, flowng often from governnent
failure, begets only calls for nore governnment, all the while
that the basic probl em goes unsol ved.

When the dust settles, one hopes that we'll have a
searchi ng exam nation of just why it was that such a nonunenta
governnental failure took place on Septenber 11th. The first and
nost basi ¢ busi ness of governnment, after all, is to protect us
fromthe kinds of attacks we saw that day.

In the neantine, we have to deal with the inmediate

demands for nore power to prevent such attacks and with the
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inplications for our liberty. For while governnent's basic
busi ness may be to protect us, it cannot do that by any neans.
It nust respect our rights while defending them There,
precisely, is the issue before us today: How can we fight
terrorismwhile preserving our civil liberties?

More generally, how can we stop the all-too-famliar
slide fromcrisis to |l eviathan? The suspension of habeas corpus
during the Gvil War, the attacks on free speech during the First
World War, the incarceration of Japanese Anericans during the
Second World War, the seizure of the steel mlls during the
Korean War, all illustrate this slide.

In our present crisis, Attorney General Ashcroft,
under st andably, was the first to ask for nore power. But he ran
into opposition in Congress, no nore so than in the person of our
princi pal speaker today, Congressman Bob Barr, fromthe Seventh
District of Georgia. Congressman Barr has been sonething of a
maverick since he canme to Washington in 1995, as a freshman in
the revolutionary class of the 104th Congress. As he will be the
first to tell you, he and the Cato Institute have not al ways seen
eye to eye. But | wll say that in the long war to reformthe
nation's forfeiture I aw, which Cato, the ACLU, Henry Hyde, and
many ot hers waged for years, Congressman Barr was in the | ead

with us.
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In fact, at one crucial juncture he cast the only vote
agai nst a conprom se bill that came out of the Justice
Departnent. So on that matter and many others, he is clearly on
record on the side of civil liberty. It came as no surprise,

t hen, when he call ed upon the House to take a closer | ook at M.
Ashcroft's proposals.

Wth that very brief overview, let ne say just a bit
nore about our program and our speakers. Because Congressman
Barr has to be back on the Hi Il for votes, he can be with us for
only three-quarters of an hour. During that tinme he will speak
to the issue before us; then each of our commentators will put
one question to him After that, our three commentators will
t hensel ves address the issue for about 10 m nutes each; after
which we'll open the discussion to questions fromthe audi ence
and di scussi on anong the panelists. Wen we conclude, you're al
wel cone to join us for a reception upstairs.

Let me now take a nonment to introduce our guests. As |
al ready noted, Bob Barr represents the Seventh District of
Ceorgia. He was appointed U S. Attorney for the Northern
District of Georgia by President Reagan in 1986, and served until
1990. He has also served at the CIA, he has run his own | aw
firm and he headed the Sout hwestern Legal Foundation, in

At |l ant a.
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He is Assistant Majority Wip. He serves on Judiciary,
Fi nanci al Services, and Governnent Reform Committees. He is
Chai rman of the Judiciary Subcommttee on Comercial and
Admi nistrative Law, and Vice Chairman of the full Governnent
Reform Committee. He also led -- noteworthy for today -- the
successful effort to rename Washi ngton National Airport in honor

of President Ronald Reagan, which wll open, we're told,

t onor r ow.

Qur three panelists -- and I'lIl go in al phabetica
order here, which is the order in which they will ask questions
of Congressman Barr and then speak thenselves -- we begin with

Sol vei g Singl eton, whom | want to wel cone back to the Cato
Institute. She is currently a Senior Policy Analyst, handling
financial privacy and technol ogy regul ati on i ssues at the
Conpetitive Enterprise Institute. Prior to that she was with us
here at Cato as Director of Information Studies.

She served as Vice Chairman of Publications for the
Tel ecommuni cati ons and El ectronic Media Practice Goup of the
Federal i st Society. She has published widely, including in the
Washi ngton Tinmes, the Wall Street Journal, the Phil adel phi a
Enquirer, the Washi ngton Post, and el sewhere. She has appeared
on CNN, the McLaughlin G oup, and other places. She is a

graduate of Reed College and the Cornell Law School
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Stuart Taylor is known here in Washi ngton wi dely, of
course, as sonething of a nedia star. He is a weekly col umi st
for the National Journal and a contributing editor for Newsweek.
He appears in Legal Tinmes. He has appeared on all the networks
and the Lehrer News Hour. He was Legal Affairs Reporter from
1980 to 1985, and Suprene Court Reporter from 1985 to 1988 for
t he WAashi ngton Bureau of the New York Tinmes. He has been with
the Baltinore Sun. He is a graduate of Princeton and the Harvard
Law School

And then, finally, Jonathan Turley is a graduate of the
Uni versity of Chicago and the Law School of Northwestern
University. He brings experience which is directly relevant to
our discussion today. He has been with the National Security
Agency. He was |ead counsel in espionage cases, including the
Ki ng espi onage case. He has litigated cases involving donestic
surveillance and a wide variety of constitutional issues; these
i ncl ude his successful representation of four fornmer U S
attorneys general in opposition to the so-called Secret Service
privilege during the Cinton inpeachnment litigation

Wth that, let ne conclude with just one comment, which
is of no small inportance to this audience. W are already
seeing attacks on the idea of |imted governnent as a result of

the Septenber 11th events. The idea put forth by President
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Clinton in his 1996 State of the Union address, that the era of
bi g government is over, seens to be under increasing attack

In the jurisprudential realm for exanple, Linda
Greenhouse, the extraordinarily thoughtful Supreme Court reporter
for the New York Tines, had a piece just |ast Sunday in the Wek
in Review Section, saying that the Suprenme Court's Federalism
revol ution may have been overtaken by events. She quotes Walter
Del linger, the fornmer Solicitor CGeneral, to the effect that
Federalismwas a | uxury of peaceful tines.

So this is sonething we all need to be conscious of as
we think about the kind of litigation before Congress right now
The inplications are far reaching even for our fundanental
principles such as Federalism

So, with that, let ne invite Congressnman Barr to
di scuss his thoughts on this issue. And let nme note, first of
all, that with respect to all of the speakers, they are
handi capped by the fact that we are dealing here with sonething
of a noving target. Even Congressman Barr, who is as close to
the issue as anyone, is facing a noving target. And so they are
all, to that extent, handi capped. Nonetheless, would you wel cone
Congressman Barr to discuss this.

(Appl ause.)
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CONGRESSVAN BOB BARR,

REPUBLI CAN, SEVENTH DI STRI CT, GECRG A

CONGRESSMAN BARR:  Thank you, Roger. And thank you
all. Thank you very nuch. | do apol ogize for not being able to
stay for the entire program | very nmuch would like to hear the
di stingui shed paneli sts.

| was nore than happy when Roger extended the
invitation |last week to cone by in a few days, even not know ng
exactly what our schedule was going to be. Qut of ny respect for
Roger and the Cato Institute and the other panelists, and having
at | east sonme appreciation for howtinmely and how i nportant it is
to focus on these issues, | wanted to cone by to at |east share a
little bit of time with you.

Roger nentioned that during tinmes of crisis, or when
there is a crisis, or when there is a significant event, those
who favor government power sort of conme out of the woodwork and
feel enbol dened to conme forward and propose sol utions that
ot herwi se, even for Republicans believing in smaller governnent,
woul d be quite anathema. |f you think back, though, sonetines it
doesn't even take a crisis.

| forget exactly what day it was when the TWA Fli ght
800 unfortunately crashed off of Long Island, but it was just

within a matter of days, if not hours, that after that tragedy,
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whi ch turned out apparently not to have been related to
terrorists or other crimnal activity but a result of some poor
wiring or whatever in the wing structure of the airplane, within
just a very short tinme after that plane went down there were

al ready cries by many in Congress, including |eadership, for
addi ti onal neasures over and above what we had | think recently
passed as part of the anti-terrorismlegislation |ast tinme around
that arose out of the Oklahoma City tragedy. So sonetines it
doesn't even take a real crisis; it takes a perceived crisis.

And then that perceived crisis becones the vehicle for efforts to
secure additional powers for governnment that in quieter tines
probably a majority of the people, or at least a |arger group of

people in the Congress, would not be a party to.

| noticed in the latest draft of the legislation -- and
it is changing alot -- it is, to be sure, a nuch better piece of
| egislation today than it was | ast week. | have gone through it,

and sone of the nore objectionable, or nost objectionable,

provi sions have been taken out. There remain a nunber of

obj ectionabl e provisions. And the sort of philosophy underlying
the legislation is still problematic in that it does not seek to
address with a great deal of specificity specific gaps in our
Federal crimnal |aws and procedures that relate specifically to
crinmes of terrorism but has a tendency to sweep nuch nore

br oadl y.
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But one of the changes -- and you all can determ ne how
significant this is -- is the title of the bill. Wen | left
| ast week, it was the Anti-TerrorismAct of 2001, | think -- a
title wwth which I have no particular objection. Now it is the
PATRI OT Act, "PATRI OT" standing for -- and | don't know how | ong
it took themto come up with this, but -- the Provide Appropriate
Tools Required to Intercept and Obstruct Terrorism Act. That's
the "PATRIOT." That's where that acronym cones from

So, of course, anybody that has an objection to it |
suppose is going to be | abeled unpatriotic, which is obviously
not the case. | certainly hope they didn't take a lot of tine to
worry about the title of it but instead chose to focus on the
substance of it, which is what we ought to be doing. And it is
very tinely to do this.

Let nme follow up on what | nentioned a nonent ago, that
some of the nost objectionable provisions of this with which I

think even those who woul d be supportive of a broader approach to

this problemthan |, or many probably in this room would find
obj ectionable. For exanple, as you all recall, we faced | ast
year in the Methanphetam ne Anti-Proliferation Act, | think it
was, of 2000, the now infanmous -- and even then infanous --

sneak-and- peek provisions, that would have allowed had it gone
into effect -- which it would have if the Senate had its way; it

passed the Senate | think under unani nbus consent as part of the
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bill -- the sneak-and-peek provisions which would allow the
governnent, as a matter of routine, as a matter of course, to
conduct a search of a dwelling or business or whatever structure
it is, whatever, w thout providing contenporaneous notice.

Now, certainly there are circunstances even under
current Federal law that allow for that in exigent circunstances.
But as a general rule, the law still prevails that in order for
the governnent to execute a lawfully acquired search warrant --
actually, to execute even an unlawfully obtained search
warrant -- the governnent has to provi de contenporaneous notice.
O herwi se there is no renedy there. You have no way of
contesting the constitutionality of the factual correctness of
t he search warrant. That sneak-and-peek provision that had been
contai ned in the nethanphetamne bill fromlast year was stopped
in the House. And, | daresay, many of you all in this room
renmenber that and played a role in keeping that very bad piece of
| egislation off of the House agenda in the wani ng days of the
| ast Congress.

That provision, or at least parts of it, were put into
this draft, but that has been taken out. And hopefully it wll
stay out. But that is sonmething that | think would clearly,
under no circunstances -- even these circunstances -- not be a

justified anendnent to current crimnal procedure.
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There have been a nunber of other provisions that have
been taken out, but another one that would have dramatically
changed the | andscape of crimnal jurisprudence in this country
woul d have allowed for the U S. Governnent to use evidence
against U S. citizens in this country, evidence acquired in
foreign countries, in violation of our Constitution, so |long as
they were acquired in that foreign country consistent with the
| aws of that country. | don't know about you all, but that
woul dn't leave ne with much of a feeling of confort if |I were on
the receiving end of that evidence, sinply that it was acquired
consistent wwth the laws of the country in which it was acquired,
even notwi thstanding that it was acquired in violation of our
Constitution.

This woul d have been a very significant erosion of
constitutional liberties in this country. That provision also,
inthis latest draft, has been renpved. But there are a nunber
of troubling provisions in this latest draft. And there are
changes to crimnal procedure, and there are anbiguities that are
probl emati c.

Let nme just nention one. You all probably renenber
Project Carnivore, which surfaced |last year in the formof sone
hearings that we held in the Judiciary Conmttee. W actually
passed | egi sl ation that woul d have addressed the probl ens

presented by Project Carnivore. W were not able, in the rush of
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| egi slative events, to get this through the House in the | ast

weeks of the prior Congress, but it's back

Carnivore is the project -- which has since been
renamed, but | like "Carnivore" so that's why | keep using it,
and it's very appropriate -- Project Carnivore is the project of

the FBI that allows for the FBI to take, in essence, a black box
and attach it to the Internet service provider's operation and
then sift through whatever e-mail traffic comes through that

I nternet service provider, to pull out that identifying
information that the FBI believes it has a right to obtain. And
it does this under the pretense that what it is pulling out is
only the same information sent over the Internet that is the sane
as or the equivalent of a phone nunber. That is, an incom ng
phone nunber that is trapped by a trap-and-trace device or sinply
t he outgoing nunber that is taken with a pen register -- just the
identifying information.

Well, that's problematic because the information that
you can secure fromthe bundle of identifying information for an
Internet or an e-nmail transm ssion goes far beyond sinply what
you get fromtaking a phone nunber. A phone nunber gives you
not hing nore than a phone nunber. |f you capture the identifying
information froman Internet transm ssion or an e- nai

transm ssi on, you necessarily get much nore than sinply the nane
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of the person that it's going to or the Internet nane of the
person that it's going to.

This was the essence of the hearing that we had | ast
year on sone |egislation that essentially would have, for
pur poses of obtaining a court order, such as a pen register or a
trap-and-trace, would have at |east put people' s Internet and
e-mail transm ssions on par with the privacy that they have with
a tel ephone comuni cation. So the governnment woul d not be able
to get that information without a full-fledged Title Il court
order. Well, this is also back.

There are provisions at the very beginning of this
| egislation that codify the position of the FBI, that it ought to
be able to get that information with a m ninmal show ng that you
have to make now to get the phone nunber information for a pen
regi ster or a trap-and-trace device. And even though in
di scussions that we've had we are assured that the governnent has
tightened the provisions in this bill to not authorize it to
obtain nore than you get froma phone nunber if you tap into that
Internet or e-mail transmi ssion, the problemis the |egislation,
if you ook at it, leaves that up entirely to the governnent
essentially to determne what is or is not the contents of such
comuni cati ons.

| f you |l ook and you see, it says "but not including the

contents of such communication.” WeIlIl, you get into a debate
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because there is so nuch technical information about what does or
does not constitute the contents of the communication, how nuch
of that is just the identifying informtion.

When you have a URL or one of these other packets of
information off of the Internet, which is basically the "ww'

i nformation, and you can secure that, well, then you know where
that person has visited. And that, | believe, ought to certainly
constitute information which ought to have a hi gher degree of
privacy, and therefore require a greater burden on the part of
governnent to secure it than sinply a tel ephone nunber.

Those are the sorts of problens that we're faced with
inthis legislation, both in terns of specific changes to Federal
| aw and crimnal procedure that go beyond those that are,
strictly speaking, even reasonably necessary to address gaps in
current Federal |aw and procedure to tackle problens of
terrorism And al nost all of these provisions, such as those
that provide for nationw de service of electronic surveillance
orders or nationw de service of search warrants, al so are not
l[imted to acts of terrorismor acts of international terrorism
they would apply generally to the crimnal |aw

And with that, Roger, |I'mjust sort of identifying sone
of the type of problens that we are trying to cone to grips wth.
Let me say that we probably will have a markup beginning as early

as tonorrow afternoon I believe. And | suspect that it wll be
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on very nmuch a fast track, even though we have, as | say, bought
alittle bit of tinme -- a week or so -- over the |last week. And
even though there have been inportant changes made to it which
are for the better, it still has a nunber of very, very
probl ematic provisions and inplications in the |egislation.

MR. PILON:  Thank you very nuch

Now we're going to have a question fromeach of our
panelists to Congressman Barr and he will respond, and then he is
going to have to |l eave at about quarter-of. Solveig, why don't
you ask your question.

M5. SOLVEIG M concern is that one thing that's
noti ceably m ssing fromthe PATRI OT proposals and the earlier
proposals is an attenpt at anything referring to sort of serious
ClA or FBI reformthat m ght inprove the intelligence
capabilities and the basic conpetence of those organizations.
What | see in the proposals instead is nore expanded | egal powers
for those agencies and no question of their basic conpetency.

To what extent have people on the Hill, congressnmen and
staffers, actually been presented with evidence that sone of
t hese expanded | egal powers that they're asking for woul d
actual ly have been hel pful in preventing the types of attacks
that took place on the Wrld Trade Center? For exanple, in the
case of sone of the abandonnment of the warrant requirenent, to

what extent have | aw enforcenent actually been able to show that
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a delay of hours or days because a warrant is required would have
been instrunmental in preventing the attacks?

CONGRESSMAN BARR:  That's an excell ent question, and it
goes to the heart of a problemthat many of us have with the
whol e approach by the adm nistration in this instance. And the
Attorney Ceneral was | think very straightforward and very
honest, and I give himcredit for this. He responded
specifically to that question when we had our hearing with him
| ast week before the House Judiciary Committee. He said: 1'm
not here to tell you that had any or all of these powers been
available to us prior to Septenber 11th that we could have
prevented the acts of Septenber 11th. And | give himcredit for
bei ng very honest about that.

Wat we see here is an exercise in |looking at a problem
and failing to cone to grips with what | believe is the real
problem And that is not the |ack of governnent power to prevent
or deal with the attacks that occurred on Septenber 11lth but a
| ack of proper execution of powers that the governnent already
has. And that of course is nuch harder to deal with and nuch
nor e enbarrassi ng perhaps than just asking for nore power.

For exanple, the Federal CGovernnent has essentially
pl enary authority already to secure airports subject to Federal
jurisdiction. The governnent can already stop people from goi ng

into whatever areas it believes need to be secured from
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unfettered access. W obviously didn't do that. The governnent
al ready has plenary authority, in an international context, to
gather foreign intelligence. The governnent has unfettered
authority right now to coordinate as it sees fit that
intelligence that it gathers. It has absolute authority to

deci de how to dissenmnate that intelligence information once it
has been acquired and gat hered and coordi nat ed.

It doesn't need any new authorities to do a better job
of any of those things, yet there is nothing in this |egislation
that addresses those things; it is absolutely silent. And
hopefully, at a mninmum-- even if this passes or sonething
simlar passes that remains problematic -- hopefully we will have
sonme very serious and continuing oversight to address what |
think are patently obvious very serious problens with the
exercise of existing authorities by the Federal Governnent,
including in the intelligence area.

MR PILON:  Stuart?

MR. TAYLOR  Congressman Barr, | have a 14-part
guestion with several subparts, but | think Roger is going to
[imt me to the first.

(Laughter.)

MR, TAYLOR It goes to the detention provision, which
| think has been quite controversial. The admnistration's

original proposal has narrowed considerably; we're not quite sure
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what it's going to end up being. But ny question is a

hypot hetical one, going to what it should be, and hopeful ly
representing the kind of new nature of the dangers we face. Here
is nmy hypothetical:

A Paki stani chem stry major, with a student visa, no
immgration problem at a university in Chicago, is picked up.
And what the FBI knows about himis this: he had downl oaded
articles about how terrorists mght use small planes to start an
ant hrax epidem c and had shown an i ntense but unexpl ai ned
interest in crop dusters. That's all they know. Should they be
able to arrest hin? How | ong should they be able to detain him
ei ther under current |aw or under whatever the |aw should be?

CONGRESSVAN BARR:  Under the bill as originally
proposed, they essentially | think could have detai ned him
indefinitely. Under this |latest pernutation, they probably would
be limted to seven days detention. | have not been able to
determ ne exactly the paraneters of that and what show ng woul d
have to be nmade after the seven days, but | think they would at
| east seemto have limted it to seven days' detention, and then
they would have to go into court.

My viewis | have no problem if the government has
probabl e cause to believe that a person is engaged in activity in
furtherance of terrorist activity or terrorist activity itself or

conspiracy to commt terrorist activity, | have no problem at al
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with the governnment being able to pick that person up, if that
person is an alien, and detaining himfor a reasonable --
certainly not nore than seven days -- but a reasonable period of
time so that it can gather the evidence and seek to have that
person permanently renoved from U. S. jurisdiction.

This proposal that we're dealing with here goes nuch
further. And there are a |lot of other aspects of the
hypot hetical that are dealt with here. It's not sinply just the
| ength of detention, but the type of material that would provide
a predicate for the government to detain you in the first place
is very vague and very, very broad | think in this |egislation.
And that is sonmething el se that we ought to | ook at.

MR. PILON: Jonat han?

MR. TURLEY: Congressman, ny question actually deals
with a different aspect, which is Section 153 of the Act, which
deals with FISA. Judging fromthe phone calls conming into ny
office, I think about 300 Anericans just found out there was such
a court as FISA, and certainly everybody who is a reporter. This
is the Foreign Intelligence Surveillance Act court. And it
obvi ously has alarnmed a nunber of people. You' re very famliar
with it, I know, in your past work.

Section 153 takes out the word "the" and puts in "a
significant” purpose as a critical change. It hasn't gotten a

| ot of attention, but originally foreign intelligence had to be
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"the purpose” of a FISA investigation. | guess ny question is
sort of twofold; it's not nultifold but let's say twofold. One
is, how do you stand on that change? And the second question is,
as we tal k about the sunset provision, there is obviously going
to be sone review. And one of the concerns of the academ cs and
the public, I think, about the FISA court is the extent of that
review. That is, whether Congress, and a significant nunber of
menbers |ike yourself, will have a chance to | ook at really the
targets that have fallen under the new expanded | anguage.

|"ve been in front of the FISA court, and | thought
that, frankly, NSA and ot her agencies exercise sone discipline,
but I think a lot of citizens are concerned about how extensive
the revieww ||l be to |look at the real nature of the targets
under FI SA.

CONGRESSMAN BARR:  Jonat han has put his finger on a
very inportant part of this that, he is right, has not received a
great deal of public scrutiny, primarily | suppose because this
animal, the Foreign Intelligence Surveillance Act, and the
speci al panel of the Federal court that reviews it, does not
purposefully receive a |ot of public attention. [It's not
supposed to receive public attention, and of course it doesn't.

The problemis -- and let's take electronic
surveillance -- under a normal electronic surveillance scenari o,

in the context of a person alleged to be violating Federal
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crimnal law, the governnment is required to goto Title Ill, the
so-called Title Il wiretaps in the crimnal code, to be able to
el ectronically surveil that person. And Title IIl has a nunber

of very inportant restrictions and limtations init, a lot of
hoops the governnent has to junp through. Alnost all Title 11
applications are approved, notw thstanding that. And the reason
for that is, by and | arge, because the governnent is forced to do
this, they do a nuch better job than they otherw se woul d of
maki ng sure that they do conply with the |aw, because the lawis
very strict in Title IlIl. So it takes a lot of work and a | ot of
paperwork for the government to get a Title Il wretap.

Switch over a for a nmonment into not a crimnal setting
but a foreign intelligence setting. |If the governnment seeks to
gat her el ectronic comruni cations or if they seek to
el ectronically surveil a person that they believe is the agent of
a foreign power and they want to tap that person's phone in order
to get foreign intelligence information as opposed to crimna
violation informati on, evidence, the burden is nmuch |ower. They
don't have to junp through all of the hoops. They don't have to
establish all of the predicates, and they are not bound by al
the limtations that they would be in a Title IIl crimnal |aw
setting.

There has never been a FI SA application that has been

di sproved. So, it isn't as if the government has difficulty
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securing either one of these in practice. And if in fact a

pur pose of a electronic surveillance request of the court is
crimnal, then the governnent currently has to go through the
Title I'l'l. Wit the governnent is trying to do here is to say
that if a purpose of it, if any purpose of it -- and | don't know
how they would quantify this and this is a problemif there are
10 purposes for which it seeks this electronic surveillance -- if
a purpose is to gather foreign intelligence, then they can use

the nore lenient FISA route and not have to go the Title |1

route.

That has been changed to sone extent in this |atest
draft so that it says, | think, "a significant purpose.” But the
primary purpose could still be gathering evidence sought to be

used in a crimnal setting as long as a significant additional
purpose is gathering foreign intelligence. Then the governnent
still, according to | suspect its interpretation of this lawif
it becomes |aw, would be that they would not have to go the Title
1l route; they could go the nore |lenient FlISA route.

| disagree with that. | think that, as a mninmm if
the primary purpose is crimnal, to gather evidence of crimnal
wr ongdoi ng, such as espionage, violation of our terrorist |aws,
or whatever, any of our crimnal laws, if that is the primary
pur pose, then regardl ess of whether there is a secondary or

significant or inportant purpose to gather foreign intelligence,
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they still ought to have to go the nore rigorous route of
conplying with the Bill of Rights and all of the case |aw that
applies to gathering evidence agai nst sonebody in a crimnal
setting through el ectronic surveillance neans currently.

So | think this still has a ways to go in order to be
an appropriate |loosening in any respect of FlSA

MR. PILON. Congressman Barr, thank you for taking the
time this afternoon to conme over to be with us. | know you have
to | eave now, so we will resume our program

CONGRESSMAN BARR:  Thank you. And if there are
materials that you all conme up with or that you all have to get
over to us, | would certainly be glad to use them | know you
all have done a great deal of work already, but the next couple
of days are going to be crucial.

MR. PILON:  Thank you very nuch

CONGRESSMAN BARR:  Thank you all very rmuch. Thank you,

Roger .

(Appl ause.)

MR, PILON W are going to resume our program now.
The speakers will cone to the podiumnow for 10 m nutes each.

Sol vei g.
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SOLVEI G SI NGLETON,

SENI OR ANALYST, COWPETI TI VE ENTERPRI SE | NSTI TUTE

M5. SINGLETON: Thanks, Roger.

| would Iike to start by saying, as a general matter,
that | don't think the civil liberties debate in the U S. is
going to ook the same for a long tine, after the events of
Septenber 11th. | know, after waiting for two days to nmake sure
that the people who | knew in the Wrld Trade Center had conme out
safely, | did not even want to hear the word "privacy." And I
think that civil libertarians will have to be very, very carefu
that what they are saying about these nmeasures does not begin to

sound |i ke enpty rhetoric.

Having said that, we're still alive. The Constitution
is still a worthwhile experinment that has been going on
successfully for 200 years. And the Congress is still supposed

to be a deliberative body; not the executive branch, which
| aunches imediately into furious action.

What | would like to do today is go over ny
under st andi ng of what sone of the newest proposals that have just
come out this nmorning in the PATRIOT Act. | would |ike to just
go over ny system for ranking those proposals in order of what |
see as their threat to our tradition of limted governnment. So |

have given the proposals that | think do not pose a fundanent al
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threat a green light; proposals that represent a significant
change fromcurrent investigative practices a yellow light; and
then proposals that do represent a fundanental threat to our
property and our personal rights a red light. A green |ight does
not necessarily mean we support the proposals or that they should
pass them wi thout reading them it just neans that they could be
passed wi thout posing a fundanmental threat to our nost inportant
liberties.

To give you an exanple of sonething that | have given a
green light, several provisions, Section 103, 154, and Sections
206 of the PATRIOT Act, would allow increased information sharing
bet ween agenci es, such as crinmnal |aw enforcenent, foreign
intelligence agents and the sorts of agencies that are invol ved
with regul ati ng who cones and goes in and out of the country,
related to border patrol issues. | think this provision is
basically a fairly sensible one. 1In addition, it's going to
sunset on Decenber 31st of 2001.

Anot her proposal which fornmerly had rated a red |ight
has, under the new provision, in ny view, switched to green |ight
status because of the substantial inprovenents that have been
made to it in the last few days. And this was the provision, now
in Section 302 and Section 309, that would redefine sone ordinary

crines as terrorism And people were particularly concerned that
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ordinary crines |ike gun possession or computer crines would
suddenly be considered terrorist acts.

Wel |, the new anendnent specifies that these will be
considered terrorist acts only if "calculated to influence or
af fect the conduct of governnent by intimdation or coercion or
to retaliate agai nst governnment conduct,” and also if they're
goi ng to cause sone sort of serious harm So, basically, | think
that the danger of those expansive provisions has been |argely
resol ved by the anmendnent.

Now, I'll nove on to proposals to which |I've given a
yellow light. One would allow tracing of Internet traffic
without a warrant. That's Section 101 of the PATRI OT Act. And
this is some of the things that Bob Barr tal ked about when he was
tal ki ng about Carnivore. Essentially, the new proposal
represents a significant departure fromthe current standard,
which is probable cause. And | think the courts are going to
take a very, very close |ook at that.

| think ultimately that if the agencies can provide
sonme neani ngful assurance that they can intercept the tracing
information only, w thout seeing the content of the nessage, that
this measure m ght be helpful to them and also the civil
liberties problemwould be confined. But that, for now, gets a

yellow light, until further anmendnents have been made to it. The
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current anendnents do provide that it will sunset on Decenber
31st, 2003.

Anot her yellow Iight provision is the nationw de search
warrants. That's Section 108 and Section 351 of the PATRI OT Act.
And the problemthere is, on the surface, they're |ooking for a
consolidation, they' re |ooking for an adm nistrati ve change, so
that they can get one warrant from one Federal court instead of
having to go to all 50 States, if an e-mail is passing through
many States, in order to get their search warrant. So it may in
fact help themsave a lot of tinme in initiating an investigation,
whi ch coul d be very inportant.

However, the courts nmust, and | think rightly, take a
very close |look at the idea that a single Federal court should be
allowed to i ssue a warrant when the property subject to the
search may be outside of their jurisdiction. | don't see any way
of getting around sonme serious problens with judicial review
here.

Now, as far as the types of proposals |'ve given a red
light, those relate to | aw enforcenent's desire to have expanded
forfeiture powers. The forfeiture powers that have already been
given to law enforcenent in non-terrorist cases, particularly in
connection with the drug war, have already been substantially
abused. And the argunent that they have used to say that they

need these powers in terrorismcases is, well, suppose we have a
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his nmoney to flee the country essentially; we want to be able to
stop that. However, a judicial asset freeze, which provides no
tenptation of corruption to | aw enforcenent agencies the way an
asset seizure does, is an effective way of doing exactly the sane
t hi ng.

There is absolutely no reason they need to be able to
seize the assets, as opposed to freeze the assets, to prevent
sonebody fromleaving the jurisdiction before trial. And I think
what we have seen with forfeiture has been the police essentially
tenpted to plant evidence over and over and over again because
t hey want sonebody's yacht or their house or their car, and this
is just sinply unacceptabl e.

And with that, I will close. And | look forward to
hearing what ny fell ow panelists have to say.

(Appl ause.)

MR Pl LON: Stuart.

STUART TAYLOR,

SENI OR VRI TER, NATI ONAL JOURNAL

MR. TAYLOR  Thanks. At the risk of restating the
obvious, | amgoing to paint with a fairly broad brush in what |

address, at |least at first.
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The Decl aration of |ndependence, | guess, is the first
docunent |I'maware of in our history that kind of |ays out our
civil liberties in a nice concise way: I|life, liberty and the
pursuit of happiness. And | have to admt that the first of
t hose has al ways been ny favorite. And throughout our history,
protecting our lives has al ways put sone pressure on our
liberties. W have had any nunber of laws that are not in the
slightest bit controversial that restrict our liberties to
protect our lives.

We obvi ously now have some nmuch nore controversia
proposals, and | think that the light in which | ook at them at
|east is we face a threat that, as far as | can think of, is
total ly unprecedented and orders of magnitude hi gher than
anyt hi ng we have faced before in terns of the threat to our
lives. There are mass nurderers, or woul d- be mass nurderers, by
t he hundreds or thousands, who are either in this country or
interested in comng here for the purpose of killing as many of
us as they possibly can, with biological, nuclear or chem ca
weapons if they can. W don't really know their capabilities,
but Septenber 11th suggested that we've underestinmated them so
far.

Now, this threat certainly doesn't suggest "throw aside
civil liberties, we're in an enmergency." It doesn't suggest, for

exanple, that we need to change at all the rules that we have for
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forfeitures in ordinary crimnal cases, for finding bales of
marijuana, for catching burglars or robbers, or even for stopping
people frommurdering their spouses if we et themout on bail.
None of that has changed. But | think it does suggest that the
interest in catching the people I"mtalking about is a |ot higher
than the interest in the cases we are used to.

My hypot hetical about detention to Congressman Barr was
designed to suggest that. W detain people suspected of pushing
marijuana if we think they mght skip town before trial. But,
hypot heti cally speaking, if the probability is only 30 percent
t hat suspect X, who is on a student visa from sone other country,
say, if there is only a 30 percent chance in a reasonable judge's
eye that this suspect is going to go out and nurder a few
t housand people the first chance he gets, why, under our |aw as
it exists now, we have to let himgo. |'mnot proposing to
change that, but |I'm proposing to rethink some of our
assunpti ons.

And the one | will focus on is the question |I'm going
totry to wite a colum on by 4:00 a.m, with any help you al
can give ne -- not in the formof throw ng rocks and bottl es.

But the question | would raise with diffidence in this crowd is:
Is electronic privacy overrated?
W all renmenber "1984," and | think his nanme was

Wnston Smth, and standing there, "Do your exercises, Wnston,"
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and the canera is watching, and they seemto have enough people
to have sonebody wat ching everybody in their roomto nake sure
they do their exercises. W all renenber what J. Edgar Hoover
did to Martin Luther King. And |I'm hoping you all can enlighten
me because, since J. Edgar Hoover used wiretap information to
commit character assassination on Martin Luther King, |'m not
aware of a whole |lot of other people who, as a result of
governnent abusing information |earned in wiretaps or any form of
el ectronic surveillance, have been killed or defaned or
i mpri soned or otherw se oppressed. |If they're listening to us
out there, we don't like it, but | hope they have better things
to do than listen to people talking to their extramarital |overs
or whatever

And so what I'mtrying to figure out is, if we expand,
at least incrementally, governnment w retapping powers for the
pur pose of terrorismcases -- again, | think the provision that
woul d allow themto cone in, basically, in say a drug
i nvestigation and get a FI SA warrant because maybe it will |ead
us to the Medellin cartel and they’ ve got sone terrorists, that’'s
unnecessarily broad -- but when you' re dealing with really
hardcore terrorism what can they do, the governnent, if we give
t hem power? What abuses really threaten us?

Well, it's foreseeable that they woul d eavesdrop a |ot,

for exanple, on Islamc groups. And then the question is, what
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Bl ackmai |l you can think of, if people are doing things that are
enbarrassing but not illegal, |eaking stuff to the press to
def ane people. Those are threats, but | would | ove to be
enli ghtened by others who nmay know the history better than | as
to whether the threats are really the huge bogeyman, in the face
of the dangers on the other side, that we all have in the back of
our mnds since we read "1984."

Thank you.

(Appl ause.)

MR PILON: Jonat han.

JONATHAN TURLEY,

PROFESSOR OF LAW CGEORGE WASHI NGTON UNI VERSI TY

MR. TURLEY: | think as an acadenic, being asked to
talk on the subject within 10 mnutes has to be viewed as an
overtly hostile act. |'mnot an expert on terrorism but | do
have two children under three, so | can speak with sone authority
as to the concept of a jihad.

(Laughter.)

MR, TURLEY: At least as of this norning |I could have

told you a great deal about certainly a fatwah.
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| have been doing a fair anount of work on the
anti-terrorismlegisliation. I'mtalking to a |ot of nmenbers who
obvi ously ran out of people to consult with. And | think that we
are all naturally unconfortable, in tines of conflict and fear,
with how we can respond. W have a long history of doing the
wong thing when we are facing an external, or what we perceive
as an internal, eneny. And |I'm happy to say that | think we have
| ear ned sonet hi ng.

| f you | ook at when we have done our truly npbst noronic
act, like the internment of 110,000 Japanese Arericans or the
Pal mer raids or any of those other things, | think we have
| earned. And | think one of the reasons we can say that is the
at nosphere that we have in this room that Cato is, as always, |
think | eading what is an incredi bly val uabl e debate, as are other
groups. And Roger has been incredibly influential in this area.
And he woul d be a panel nenber if he wasn't the person organi zi ng
this.

One of the interesting things | have done is | spent a
ot of tinme recently |ooking at state-sponsored terrorism and our
response to it. | was |looking at a secret organi zation that was
run through small cells that would kill Westerners, that would
destroy any evidence of Western influence, that engaged in
absolute terrorism and often killed world | eaders. But it

wasn't al -Qaeda; it was actually the Boxers of China in 1900, who
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we hel ped defeat with an international coalition that had many of
the nenbers that we have today.

What | thought was sort of interesting is that the
Boxers told their followers sonething very interesting. They
assured their followers, in addition to that they would be
protected frombullets -- which canme as sonething of a surprise
|ater for many of them-- is that Westerners were physically,
anatomcally different, in that they had no knees. And that if
you hit a Westerner, they would just fall over and they woul d not
be able to get up. They would be i mmobilized.

Wel |, obviously the Boxers | earned sonething about
anat onmy al nost 100 years ago this nonth. But what | think is
fascinating is that the Boxers believed that Wsterners could be
immobilized if they were hit hard enough. And you see sone of
that, in ny view, in some of the fears about maki ng changes to
deal with this threat. And |I've litigated agai nst the government
a lot in national security issues and in privacy issues, and |'ve
been on the other side nore than |'ve been on the governnment side
in sone of these national security cases.

But | think that we have to renmenber that the
Madi soni an denocracy was designed to be ninble and flexible, that
there is a habit to treat the systemas if it were rigid and
static. And that's a m stake. Renenber, these Franers desi gned

the system when they had far greater threats than we are facing
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where the very existence of the Republic was sonewhat in doubt.
And they devel oped a systemthat had the flexibility to neet that
t hreat.

And so | think the fears of maki ng changes,
particularly in the short term | can understand, but we
shoul dn't be afraid to use our system And | think that if you
| ook at how the executive branch has acted and the |egislative
branch, it is an incredible testanent to that system The
executive branch noved very quickly in stating what it needed.
The Congress slowed it down, scrutinized it, made changes and
made conpromi ses. It's a remarkably efficient system And
don't agree that there is a huge anount of reason for alarm even
t hough | disagree with sone aspects of this.

What we have to be afraid of is what Brandeis warned us
agai nst, that the greatest threats to liberty are nen of zeal
who are wel |l meaning but w thout understanding. And that's
al ways the greatest threat: ourselves. No one can threaten our
nation but us. W're powerful. And it wll take us,
essentially, to renove the liberties that distinguish us from our
enenm es. So we have to be very cauti ous.

But if you | ook at these changes, | think nost of them
are largely uncontroversial. | nean, things |like renoving the

statute of limtations for terrorismseens |ike an awfully good
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idea. The only surprise is that we had a statute of lintations
for terrorism

Al so, the idea of roving warrants i s sonething that
reflects an ongoing struggle that we have between surveil |l ance
laws that is a race between technol ogy and our laws. | have
witten a lot on Title Ill. And Title Ill itself has had to
change. And it changes by these great |eaps as technol ogy nakes
previ ous doctrines unusable. The greatest exanple of that was in
A nstead, when we had a trespass doctrine that the governnent
coul d engage in surveillance as long as they didn't trespass.
And what that did is it created a huge market for instrunents
that didn't trespass. And so technol ogy made the trespass
doctrine ludicrous. So the doctrine was changed by the Suprene
Court in Katz, and went to the reasonabl e expectation test.

Well, in the same way, not having a roving warrant
doesn't nmake a | ot of sense when you've got terrorist suspects
that are roving around with cell phones and crossing State |ines.
| think that shouldn't be that controversial.

We al so have to recognize that al-Qaeda is different.
It's sort of a Sputnik nonent for us, that we face a very
different world. And sone people | think warned us. But as a
nation I think that we woke up and found a different world.

Sput ni k made us go forward and do positive things. |I'mafraid
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difficult things and make difficult bal ances.

But al-Qaeda is different because it's a hardw red
terrorist groups that noves obviously with speed and has
technology to do incredi ble damage. And that presents different
intelligence problens. | mean, a traditional espionage case had
sonme very easy sort points to engage in for the NSA and Cl A
Al -Qaeda is designed to avoid those things. It's designed with a
know edge of the |aw and a know edge of our capabilities. And so
we need to change. W need to upgrade.

W al so have the fact that we have a snaller w ndow of
time and it's getting snaller. W have to acknow edge that.

When we bal ance national security and individual rights -- and
that balance is allowed in the Constitution; the Franmers expected
t hat bal ance -- but when we do that bal ance we have to recogni ze

that the window is getting smaller in terns of the tinme we have

to react.

It's very interesting that in ternms of the al -Qaeda
cell that we know of -- and this apparently is |ost by those
clowns that are beating up Arab Anericans -- they seemto forget

t hat none of these people were Anericans; that nost of them or
all of them had to be brought in. They couldn't use honmegrown

people to carry out these attacks. So we have a situation where
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unl eashi ng a devastating bl ow

So | think that we need to bal ance. And we need to
acknow edge that the biggest advantage that we have is that we
have the nost ninble and flexible systemin the world. And Janes
Madi son didn't create it to inspire; he created it to last. And

it's one of our greatest assets.

Now, | think there are dangers. |'m concerned about
FISA. |'ve been on the other side of FISA evidence in espionage
cases. |I'mnore than a little concerned about the change in the
| anguage to "a significant purpose.” |'ma bit concerned about

whet her FI SA can be allowed to drift. There is not as much
oversight and nonitoring of FISA. And it is sonething that we
shoul d be concerned with. A secret court sits badly with all of
us, so we have to be careful in the powers that we give it.

| wanted to address sonmething that Stuart said. And
rarely disagree with Stuart, because |I usually go home and find
out that he was right. But | think that it's a mstake to treat
el ectronic privacy as different. And it is not necessarily that
you have sonething to hide. | teach constitutional crimnal |aw
And when | get to surveillance, | have ny students do an
exercise. And | try to teach them about what Brandeis and ot her
Justices neant by "a chilling effect.” And that's what we have

to be afraid of. W don't have anything to be afraid of fromthe
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United States Governnent in this room They have had abuses.

God knows they've had abuses. But, realistically, it's not |ike
getting hit by a car or bitten by a dog. It's relatively renote,
but it happens.

But the greatest problemfor us is whether surveillance
| aws can change that change who we are, how we act. So | ask ny
students, when they go off on their break at mdterm to take a
tape recorder when they're at Thanksgi ving and just, on one
occasion, take the tape out of the tape recorder, and put the
tape recorder on a table and tell your friends or your famly,
"Don'"t worry, this is just for a school assignnment, no one is
going to listen to this but me. Do you m nd?" And of course
they will be very nice and cordial -- it is the holidays -- and
say yes. And | tell them |ook what happens. And suddenly
people start talking in conplete sentences. And they start being
incredi bly profound. They turn into Disraelis, and it changes
the way they act.

And that's what we have to be concerned about. W
don't want to be a fishbowl society. |It's not that we have
sonething to hide. It's howwe will change if we believe
sonebody is watching us or can nonitor us. So even though I
support this package, | think that we have to be very, very
cautious, because there are soft variables, even with electronic

privacy, that we need to protect.
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| will stop there. | think I've gone over anyway.
Thank you.

(Appl ause.)

MR. PILON:  Thank you, Jonat han.

Stuart, | can't resist comrenting on your observation
that you didn't think, since J. Edgar Hoover abused his
intelligence powers to go after Martin Luther King, that we have
had any subsequent abuses of intelligence powers. | give you a
case called Pilon v. Departnent of Justice, com ng out of the
D.C. Grcuit in 1996, in which the Departnent of Justice found,
at the end of the day, that it had bitten off nore than it could
chew. Take a | ook at that case.

Let's open it up now to questions fromthe floor. Yes,
Tom Brazaitis.

MR. BRAZAITIS: | wonder if one of the panelists could
coment on the pros and cons of a national identity card. It's
not on the table now but it has been tal ked about around the
fringes. Wat do you think about it?

M5. SINGLETON: M opinion of the national I.D. card is
that the terrorists have shown that they can get access to fake
drivers licenses, to fake passports and to other fake docunents.
And |'mvery concerned that having a national |.D. card m ght
create a whol e category of not having the correct paperwork

of fenses that really have nothing to do with fighting terrorism
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And the police, instead of being able to focus on a threat of

vi ol ence, would instead be going out chasing all these people

j ust because soneone m ght put a typo on their card or sonething
like that. So | really think that is a bit of a distractor

MR, TAYLOR | generally agree with that. | would |ike
to hear fromthe advocates, which | haven't heard, exactly what
good they think it would do. For exanple, if you had an
unforgeabl e national |1.D. card that you needed to use only if you
were going into certain places, such as on an airplane or the
U.S. Capitol, | can imgine sonething like that. The idea of a
card where a policeman could just cone up to you on the street
because he didn't |ike your |ooks, and say "Let's see it," |
think would add really no safety what soever and be of fensive for
obvi ous reasons.

MR. TURLEY: | agree with those sentinents. | actually
have not heard what significant difference this would have. |
think it would have a significant difference in terns of our
social fabric. | mean | certainly would |ike another chance to
lie about my weight and height, but I don't see how it would have
a material security effect. But |I think it would have a big
soci al effect, and not a good one. |It's anmazing, as Stuart said,
| have not heard any concrete reasons why this has been

suggest ed.
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MR. TAYLOR | can imagine that if the I.D. card had a
t hunbprint on it and when you went through the checkpoint you had
to show your thunbprint, and they had to match, | can see sone
value in that | guess. But what would worry nme | think is having
to show it any tine sonebody demanded that you show it.

MR. TURLEY: | still don't think that this has legs. |
see no evidence it has legs, and I think that there would be a
very strong reaction probably against it. Although one pol
shows that as nuch as 70 percent of people would support it, |
think that's odd. | would be surprised if there wasn't a bigger
backl ash

MR PILON: | wonder if the President of Oracle would
take the sane view if the contract were awarded to Mcrosoft to
provi de the cards.

(Laughter.)

MR. PILON:. Wuld you please identify yourself and wait
for the m crophone to cone. The previous question was Tom
Brazaitis, fromthe C evel and Pl ain Deal er.

M5. GRAPPI: Maureen Grappi, with Gannett News Service.

Could you tell nme how many of the potential abuses do
you think are likely to occur only to Arabs in the U S., whether
they're Arab Anericans or aliens? Because |I'mwondering if nost
of the public thinks, well, I"ma white person, |I'ma regular

American, I'mnot going to be affected by this even if there are
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abuses. \What is the potential there for abuses for not just
aliens who are in this country but for people who | ook |ike they
are terrorists because of what they wear?

M5. SINGLETON: 1'Il venture an answer to that. |
think that, so far fromwhat we have seen, sone of the negative
reacti ons have been basically extended to any person with dark
hair and a weird nane, such as nyself. "Solveig" is not a nornal
name. It's Norwegian, but | don't look |like a Norwegian. So |I'm
al ready used to hei ghtened scrutiny and so on, especially when
I"'mflying into international airports. So | basically think
that the potential for abuses could get pretty broad.

MR. TURLEY: | should say that we all suspect the
Nor wegi ans, and so |'mthankful that they' re giving you a great
deal of scrutiny, trying to bring over all of that herring.

M5. SINGLETON: The Vi kings return.

(Laughter.)

MR. TURLEY: Actually, a nore concrete issue, under
1802 of FISA, the governnent is allowed to do a warrantl ess
search. Essentially, they are allowed to conduct surveillance
for a year, but the Attorney General has to certify two things.
One is that the target of the 1802 is a foreign power. And then
he also has to certify that it is not likely that they woul d

i ntercept comrunications with an Anerican citizen
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What is interesting about the FISA changes is that
necessarily will not change. But as FISA broadens in terns of
its scope, it's likely that you are going to have greater
intercepts of Anerican citizens. And the way that FISA handl es
that is it has a mnimzation requirenent. Wich is, if for
exanpl e sone terrorist calls you as a reporter and they intercept
your conversation, they are supposed to minimze it if it's not
relevant. But that is under the Attorney General's guidelines.
And | expect that with the expansion of FISA you are going to
have nore communi cations with Arerican citizens that are
intercepted. And you have to rely then on the m nim zation
requi renent to protect those interests.

M5. GRAPPI: In allowi ng these crimnal investigations,
expansi on doesn't specifically allow the surveillance of Anerican
citizens under the FISA rul es?

MR. TURLEY: Well, no. |If you are an agent of a
forei gn power, then you can be intercepted, although they have to
go and get an FISC warrant, the Foreign Intelligence Surveill ance
Court warrant. So they nmake an application essentially saying
that you are an agent, that you' re either engaging in clandestine
operations or sabotage. There are actually four categories under
whi ch you can be subject to a FISA search. The fourth one is

actual ly enconpassing; that is, if you aid or abet any of the
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prior three, you can be the subject. But if you're an Anerican
citizen, you get added protections under FI SA.

MS. SINGLETON: Also, just to clarify, a lot of the
expanded powers expand ordinary crimnal powers rather than
relating to FlI SA

MR. PILON:  Yes, this gentlenman here?

MR. MCDONALD: Sam McDonal d, from Reason Magazi ne.

A simlar question not regarding race but national
origin. Wuld the issue of where you're from and not
necessarily a U S. citizen, cone into play here? Are the sane
rights extended to U.S. citizens as soneone just here on a visa?
Shoul d they be? Should maybe we | op off sonme of the rights that
we extend to American citizens than to maybe a student here from
Paki stan? And is that something that's on the table right now?
And could they do an end run on a lot of these rights issues by
saying that this won't apply if you're a U S. citizen; it's only
if you're an inmgrant or a student or soneone here working on a
vi sa?

MR. TAYLOR | think they have to sone extent. As
Jonat han nentioned, | think FISA makes that kind of distinction.
The detention provisions proposal of Ashcroft, in whatever form
it is now, would only apply to people who are not U S. citizens.

| think, in practice, when you | ook at who woul d be

surveill ed under wiretap provisions and so forth, Islamc
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organi zati ons woul d probably get a lot of attention, including
the U S. citizens in them based on whatever evidence there may
be that the people who cone from abroad get help from peopl e who
have been here all along. And | gather there are at |least a few
peopl e who have been picked up with sone evi dence suggesti ng
that. But | think we already do that to a | arge extent, we mnake
that distinction.

MR. PILON: Yes, the gentleman here?

MR. RUBIN. Joe Rubin, with the U S. Chanber of
Commer ce.

One question | have is, ironically, on the use of the
pen and trap-and-trace stuff for e-mail. Could that actually
encourage folks to use the Internet, believing that the |nternet
may be actually nore secure, and that folks who are possibly
commtting fraud on the Internet, they may be nore likely to | og
on?

MR. TAYLOR | don't think I understand the question.
| f you have nore power to search |Internet conmunications, why
woul d t hat make you nore eager to conmunicate on the Internet?

MR RUBIN. Well, for people, as you pointed out
before, who don't worry about their e-mail being traced. There
may be | ess spam for exanple. So this may nmake them nore |ikely

to use the Internet than currently.
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M5. SINGLETON: | don't think that it would have that
effect at all. | nean, who knows, but | don't think it would.

MR PILON. Bert Ely?

MR ELY: Bert Ely, a banking consultant.

This is a question for M. Taylor and M. Turley. Both
Roger and Sol veig nade note of the fact that we've had a major
intelligence failure. The CIA seens to be getting a lot of the
bl ane, but it would seemto ne that it lies primarily with the
FBI, and specifically inits inability to penetrate these
terrorist cells. M sense is they weren't even aware that they
were out there.

Based on that premise, it's not clear to ne how any
aspect of this pending |legislation in any way whatsoever is going
to increase the conpetence, the ability of the FBI, the INS and
what ever ot her agencies responsible for donestic
counterintelligence to becone nore effective in preventing these
incidents. And |I'mcurious, fromyour perspective, howw ||l it
i ncrease their conpetency or, in effect, do we have a bunch of
GS-15"s sitting in front of a conmputer screen who are | ooking for
a relatively painless, easy way to catch the bad guys?

MR. TAYLOR I'Il take a quick crack at that. | think
one reason you don't see it in the legislation is it's not easy
to | egislate conpetence. Conpetence sort of has to cone fromthe

executive branch basically. The Congress can try and push them
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this way or that way, but | can't think of a bill that would
suddenly make the FBI nore conpetent.

| also guess that | think we're never going to have an
FBI or a ClAthat are as smart as would be ideal in exercising
what ever powers and tools they have to stop this kind of
terrorism | don't think that's a reason to say, well, we're not
going to give you any nore powers or tools until you've shown us
that you' re making the optimal use of the powers and tools you
al ready have. They will never nmake the optimal use of it. The
real question is whether the tools that they want have sone
prom se of making them nore effective than they have been before;
and that outwei ghs whatever the cost of getting themthe tools
are.

MR. TURLEY: | think your sentinments are correct. M
first call from Congress cane the day after the attack, to talk
about changes in the law. And ny first reaction was, isn't this
sort of a perverse incentive, that the worse you are at your job,
the nore authority you will be given?

| think that there was an obvious failure, and it does
concern ne that the intelligence comunity is the |least able to
clean its own shop. And |'ve seen that in intelligence cases.

In the King case, we had a whole list of intelligence people that
made ny life as a defense attorney unbelievably easy. And they

made huge m stakes, violated huge nunbers of national security
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violations. Sonme of themjust took ny breath away. And at the
end of that case, | testified in a classified session of the
Senate Intelligence Conmttee, listing all these nanmes of people
that just should be renoved just for being norons. And it is
very, very hard to do that.

And | agree with you, | think that these expanded
powers are needed, but you also have to renenber that a | ot of
t hese increased surveillance powers won't help. Al-Qaeda is
interesting in that it seens to be designed with our capabilities
and our nethods in mnd. And there are sonme things even the NSA
or the best code-breaking agency in the world can't help.
mean, you can create an unbreakable code. Al you have to do is
get two people to agree that when you nention a single word it
has a single nmeaning. So | nention "elephant,” it neans take out
a building. And there is no way to break that code. So there
are ways to structure that, no matter what your surveill ance
capacity is, it won't help.

But | think that one of the biggest problens we have is
that we have steadily lost the ability of human intelligence.
And we have relied incredibly on signals intelligence because
we're good at it, we're the best in the world, and it's easier
and it's safer. But human intelligence is tough.

Take the FBI. | come from Chicago. And | renenber one

of the biggest stories of the Hoover period was that whenever the
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FBI wanted to nail a drug operation, they would all know because
the FBI had a single contract with a rental car conpany. Hoover
want ed everything uniform So you would | ook down the street and
there woul d be 50 white sedans and guys in |unberjack shirts.
often think back on that story, because | wonder who we're
sendi ng into al -Qaeda, whether we've got a guy in a white sedan
and a | unberjack shirt.

MR. TAYLOR  Maybe we need to give all new FBI agents
stock options in Mcrosoft.

(Laughter.)

MR PILON: Stuart, | want to pick up on Bert's point
here and sonmething that you said, that there is no way to
| egi sl ate conpetence. There is no question about the
i nconpet ence that Jonathan has pointed to. | sawit in my own
case, just nonunental inconpetence, and you wonder how t hese
peopl e continue on the payroll. But of course we all know how
difficult it isto fire a governnent enpl oyee, and that helps to
explain why. And you want to look to the personnel rules, in
part, to see why there is so nmuch i nconpetence in government.

But | don't know that we want so nmuch |egislative
attention at this point. It strikes ne that the nedia has been
singularly -- and nenbers of the nmedia here -- singularly silent
on this issue. They have focused on the call for new

| egi sl ation, the need for nore governnent, and not on why it was
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that we had such a nonunental failure here. Look at how quickly
this informati on has been put together. Wthin days, we had huge
anmounts of information about this al-Qaeda group. That
informati on wasn't gotten out on the street in those few days;
that was all in files. They've had these files for nonths and
years. And yet nobody in these agencies put it together into a
nosai ¢ that would give us any clear indication of what was goi ng
on.

When a person goes to flight school and asks to | earn
how to fly a plane, not howto |and or how to takeoff but just
howto fly it, bells should go off. And apparently bells did go
off and that information was in the files somewhere. But not one
put it all together.

So why is it that we aren't seeing nore attention from
the media on this issue of this nonunental failure? Stuart, as a
menber of the estate, you may want to address that issue.

MR. TAYLOR | think you wll see nore attention to it.
| think it's understandable that it has not been the major thene
of the coverage so far. Because if you start right up with
recrimnations about who screwed up, the national unity that we
woul d i ke to project instantly dissolves. Andrew Sullivan, for
exanpl e, a conservative columist, recently wote a piece | think
in one of the London papers, blamng a lot of this on the Cinton

adm ni stration screwing up. Well, he was instantly deluged with
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hate nmail, you know, "There you go again; you wanted to inpeach
him"

W're going to have to get to that sort of stuff, but I
think the media has properly been saying that's not the first
thing we need to do.

MR. PILON: Fair enough.

Sol vei g?

M5. SINGLETON: | don't know. | think |I share Burt's
concern, that some of the discussion could serve as a distraction
fromsonme of the real issues at these agencies that need to be
addressed very quickly, such as the |lack of Arabic speakers at
t he agenci es.

MR. PILON: They couldn't translate sone of the
mat erial they had. You could go out and get a cab driver; he can
translate this material.

(Laughter.)

M5. SINGLETON. There was apparently a terrori st
arrested in New York | believe in the late 1980's, after he had
nmur der ed sonebody there, and found in his apartnent were stacks
and stacks and stacks of docunents in Arabic. No one ever
translated themuntil after the first attack on the Wrld Trade
Center, when they were discovered to contain lots and | ots of

very interesting plans for blow ng up buil dings.
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In addition, in France several years ago, sone
terrorists hijacked an airplane and attenpted to fly it into the
Eiffel Tower. They were foiled only by the fact that none of
themcould fly the plane, and so the pilot was able to | and at
Marseilles. But that's the kind of information that when the FB
got the tip fromthese flight instructors, sonething should have
clicked. And again, it is hopeless to do these recrimnations,
and all this hindsight is not of nmuch value, but still | think
clearly sonething has to happen. And these proposals that have
been put forward are only a very small part of what needs to
happen for things to inprove.

MR. TURLEY: Roger, can | just say one thing that I
think is interesting about one thing that you said.

MR PILON:  Sure.

MR. TURLEY: | think the reason we have so nuch
i nformation suddenly, in nmy view, is that the FBI is unbelievably
good as an investigatory organi zation when it has to act; that
is, when it has a concrete foundation, the FBI is unbelievably
good at gathering a huge anount of information very quickly,
assenbl i ng | i nkages, daisy-chaining information. They're
incredible at that. What they' re not good at is finding
sonet hing that hasn't already occurred. That takes human

intelligence.
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But the thing that I"mworried about is that as we
expand all this intelligence stuff, we're going to have an
aval anche of information going into the FBI. And | really wonder
how we are going to process the anmpunt of information that we are
| ooking at. The OQitoman Enpire had the biggest intelligence
organi zation in history. It had spies in virtually every
nei ghbor hood t hroughout the Enpire. And what historians have
found is that the vast majority of that intelligence went into an
of fice and was never opened up. And so we have to avoid the
O toman Enpire problem

MR. TAYLOR | would like to add sonething. It's easy
in hindsight to beat up on the people who didn't stop this. |
mean, how many of us should have put 2 and 2 together and said,
gee, they blow up buildings, they want to bl ow up the Wrld Trade
Center, they hijack planes, and they do suicide bonmbings, put it
t oget her ?

Well, I didn't put it together, and I don't know how
many ot her people did. Sonebody in the bureaucracy should have
put it together. But Louis Freeh is not an idiot. His
repl acenent, Bob Mueller, is not an idiot. You may not think
they're ideal. And Ceorge Tenet, although he's getting a | ot of
heat, is not an idiot. The people who work for them are what you
woul d expect to get from people who are paid what they' re paid

and who are generally given |ow status in our society and
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basically dissed a lot nore than they' re praised. They are al
we have, unl ess sonebody has sonebody they want to replace Bob
Muel l er with now.

So | think really the evasion of the mgjor point is not
why aren't they better -- yes, let's nmake them better -- but
given what they are, let's give themwhatever tools make sense
for themto have. Also, okay, are they stupid enough to pile up
lots and | ots of tapes of wiretaps that they don't have anybody
to translate? WMaybe they are that stupid. That's what
congressi onal appropriations conmttees are for, to ask them
Wiy do you need so nmuch noney for wiretaps and so little for
transl at ors?

| think it is alittle bit dilettantish of those of us
who know as little as I, for exanple, to suddenly say, oh, there
is no point giving new powers to them they' Il just ness it up
agai n anyway.

M5. SINGLETON: | don't think anyone is saying that,

t hough.

MR TAYLOR: Onh, good.

MR PILON. W're going to have to draw this to a
close. W are going to take just one nore question. Bil
Ni skanen, Chairnman of the Cato Institute, whose question | cannot

refuse to take.
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DR. NI SKANEN: In nost other countries, police have
rather nore powers than they do in the United States. |Is there
any enpirical evidence that bears on the issue of whether they
are nore effective as a result?

MR PILON:. Wi is the enpiricist here?

MR. TAYLOR El Al's last hijacking was in 1968.

MR PILON:. And they grill passengers.

MR. TAYLOR Well, they would be the nunber one target
in the world anong airlines if people thought they coul d succeed.

MR. TURLEY: | guess the only cautionary note | woul d
have is that | can nane a | ot of repressive countries that are
not very effective either in terns of survival or in finding
di ssidents. What they do is they just basically take a broad net
and they hope that they get a few people that are guilty, but
they're not very stable. And what we've got to be careful about
is not to sacrifice stability for security. 1It's not just
privacy. The thing that makes us stable is that we're a free
country.

FISA and |aws |i ke that are enornously powerful. W're
not tal king about a teetotaler statute. W have enornous powers
inthis country to fight terrorism And sonetines the inpression
left is that we are sonehow fair-weather sailors when it cones to

intelligence work. We're not. Now, it's true that we don't go
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around and put bullets in people's heads, but that's about the
l[imt of it.

Qobvi ously the Mossad is unbelievably good in creating
intelligence networks, but it's a vastly different context and
" mnot so sure we'd want the environnent.

MR PILON: W're going to draw this to a cl ose
Pl ease join us upstairs for a reception. And please give a warm
round of appl ause of our guests.

(Appl ause.)

(Whereupon, the Cato Institute Policy Forum concl uded.)
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